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ABSTRACT: The scope of this study is the study of criminal law against the efforts of 
prevention carried out on the sale of cosmetics without permission to circulate through online 
media. Mitigation through law enforcement, both non-penal (penal law) and penal (penal law), 
and factors which hampers law enforcement efforts against cosmetics circulators without 
authorization. This study is Juridical Normative. Normative juridical research discusses the 
doctrine of doctrine or principles in the science of law. The principle according to articles 5 and 
6 of Law number 10 of 2004 on the formulation of legislation rules. 
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1. INTRODUCTION 

There are some examples of crimes committed by irresponsible cosmetics manufacturers. 
 
a. Producing cosmetics containing hazardous ingredients / face bleaching cream. 

 
The need for the use of cosmetics that began to change the function and its usefulness as the 
development of the era. In the era of globalization as it is today, cosmetics consumers drifted 
by television and internet television broadcasts to beauty advertisements, and fascinated by the 
graduation of faces of soap opera stars who have clean white skin, causing the desire of 
consumers in Indonesia to buy and use the cosmetics in order to realize his desire to change / 
have a facial appearance like their idol. And even more extreme they are tempted by the offer 
that can change their face to white quickly. Consumers are no longer thinking about what they 
are entitled to a product. Because it is tempted by the desire to quickly change its appearance. 
Ironically, they are interested because the persuasion of neighbors or friends who have  first 
successfully create / change her/his face that was brown colored into white / shiny even 
slippery like a shining marble. Make manufacturers compete to make and offer cosmetics 
products that can promise to give instant results / quickly change the appearance regardless of 
the dangers caused Various brands / forms of cosmetics that offer products - bleach products. 
Nasty business actor also makes various forms of bleach products face with different market 
segments. There is a lower middle offered at a price that ranges from Rp. 20,000 to Rp. 30,000. 
By getting two kinds of packs containing beige for day and cream for the night. So also with the 
upper middle market share, they sell their products from the price of hundreds of thousands 
and even millions of dollars was not a problem for them. In fact, expensive products do not 
promise security for the consumers. so two kinds of cream that is recognized as cream face 
bleach. Krem is packed in a small place and labeled Natural 99. From the results of supervision 
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conducted by the Food and Drug Supervisory Agency of Bandar Lampung in 2011 found cream 
facial bleach that uses mercury prohibited added in the manufacture of cosmetics , which in the 
smallest dosage is not allowed to be added in cosmetic products. These products are marketed 
without bleeding permit. 
 
b. Fake the famous Cosmetics 
Paul Ormerod said, at least explaining that social havoc, including the emergence of 
fundamentalist flows that began to emerge in Indonesia, one of which is also driven by the 
economic crisis including income inequality and economic injustice. Making the lower middle 
class society have to re-think to buy cosmetics that are not reachable price. Which ultimately 
decided they are interested to buy cosmetics products that are sold at a cheap price. Especially 
in areas that have not yet had a lot of official place in selling cosmetics products. They buy 
cosmetics with a frugal package system. One package sold at a low price, which obtained various 
forms of cosmetics. Starting from soap, shampoo, powder, hand body, toothpaste. They sell in 
traditional markets. Sellers usually use cars, and after successfully selling their products they are 
blurred. Consumers in this remote area do not realize that they have been a victim of fraud from 
the seller of the area earlier. Usually they make the product using the original packaging. The 
perpetrators of this counterfeit syndicate collect bottles and recycled packaging containers and 
then filled with dangerous chemical liquids. Usually the offender works with the sales of a 
cosmetics factory that the counterfeiters to get a formula similar to the original cosmetics. The 
offender also has a plastic seal to seal the bottle cap. The ingredients that the perpetrators use 
the only salh are caustic soda or soda which is commonly used for car painting. The false 
cosmetics sphere / without this permit is mostly found in the traditional market. And it is also 
included in the law violation of the brand. 
 
2. BACKGROUND 
 
The growth of scientific development in all fields, advances in technology, socio-cultural 
development, has affected in the attitude of personal life. The civilization progress and the 
standard of human life, has brought man towards the fulfillment of needs, both primary and 
secondary. In this modern age, aesthetic skin disorders have been a problem of particular 
concern in human life. The increasingly widespread use resulted in greater demand and 
consumer demand for local and imported cosmetics. Cosmetics Functions: Cleaning, 
decorating, changing appearance, either protecting or maintaining the body in good condition. 
Based on the Regulation Number 18 of 2015 issued by The Head of POM RI dealing with the 
technical requirements of cosmetic materials, it is stated that the cosmetic materials must be safe 
and beneficial for the human body, and they are also in qualified standards.     
 
Along with the era of globalization, cosmetic circulation procedures at ASEAN level have been 
regulated through ASEAN harmonization in the field of cosmetics aims to eliminate technical 
barriers by harmonizing regulations and technical requirements in ASEAN without neglecting 
the quality and safety of products. With Harmonization of ASEAN then applied cosmetic 
notification system based on ASEAN regulation (ASEAN Cosmetic Directive) which 
transposed into national regulation. 
 
The purpose of the Notification to give industry / importers greater responsibility for the 
quality, safety and benefits of cosmetics and in the framework of protecting public health from 
the circulation and use of cosmetics that do not meet quality, safety and expediency 
requirements. 
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Any cosmetics circulating in the Indonesia area have to comply: 
1. qualified standards and / or secured for requirements, quality, marking, claims 

2. notified by the Head of POM RI. 

The trader by means of the electronic systems is categorized either as any individual or individual 
Indonesian citizen, business entity in the form of legal entity or legal entity established, and 
domiciled in the legal territory of the Unitary State of the Republic of Indonesia conducting 
business activities by using the electronic systems. 
 
Trading through electronic systems is a business actor who performs trading transactions 
through electronic systems either by means of which are made and managed by themselves 
directly or through the means of the owners of the transactions through the electronic system. 
Provider of Electronic Trading Transactions, hereinafter abbreviated as PTPMSE is the 
business actor of the provider of electronic means of communication used for trading 
transactions. 
 
Cosmetics are materials or preparations intended for use on the outside of the human body 
(epidermis, hair, nails, lips, and external genital organs), or tooth and mouth mucous 
membranes, particularly for cleaning, perfling, altering appearance, and / or improve body odor 
or protect or maintain the body in good condition. Circulation is a circulation activity covering 
the procurement, transportation, giving, selling, on-site supply, storage, and delivery of 
cosmetics, whether for trade or non-trade. 
Cosmetic monitoring conducted by POM RI includes: 
a. Legality 
b. Security, usefulness, and quality 
c. Labeling and claiming; and / or 
d. Promotions and ads 
 
The use of cosmetics is indispensable to a person, from infancy to advanced age, not to mention 
men and women with the goal of getting healthy skin, beautiful face, good personal appearance 
and self-belief. Excessive attention to aesthetic skin problems, the widespread use of cosmetics 
by society with all the positive and negative impacts received by the skin, has also brought about 
the development of its circulation. 
 
Cosmetics prior to circulation must be registered to obtain a marketing authorization from the 
head of the POM RI. It is aimed to protect the public against the harmful things from the use 
of cosmetics that do not meet the requirements of quality and safety standards. 
Cosmetics Trend Original Import Cheap, currently being favored by women both adolescents 
and adults. To get the perfect cosmetics synonymous with expensive "branded" cosmetics easily 
obtained through online sales. Arrangements on cosmetic circulation requirements that will be 
sold through online has not been done. So many found violation of cosmetics circulation 
without distribution permit. People are expected to be smart in buying cosmetics products. 
Cosmetics in circulation should get permit. Online media term defines cosmetics without legal 
permit as KW. It is misleading information. Cosmetics do not have legal permission; they are 
strictly categorizad as illegal cosmetics. They include violations in abusing cosmetics circulation. 
It is regulated in the Health of Act Number 36 of 2009. 
 
The Health of Act Number 36 of 2009, Article 41 paragraph 1 states: 
"Pharmaceutical preparations and medical devices can only be distributed after obtaining 
marketing authorization." 



Proceeding of International Conference: 3rd SHIELD, 2018, pp. 392-398 
 

 

 

  395 

 

 

 

 

 

In Law No. 36 of 2009, article 1 is meant by pharmaceutical preparations are drugs, medicinal 
materials, traditional medicine, and cosmetics. 
 
The activity of circulating cosmetics without the authorization of circulation both intentionally 
and unintentionally is unlawful act, can be accounted for by the perpetrator and regulated in 
Law number 36 year 2009 about health is a crime. Criminal sanctions against the circulators of 
pharmaceutical preparations and medical devices without authorization are regulated in Law 
No. 36 of 2009 Article 197, namely: 

"Any person who intentionally produces or distributes pharmaceutical preparations 
and / or medical devices not authorized to provide circulation as referred to in Article 
106 paragraph (1) shall be subject to a maximum imprisonment of 15 (fifteen) years 
and a maximum fine of Rp1,500,000. 000,00 (one billion five hundred million 
rupiah)" 

 
From the description, the authors are interested to conduct research on the role of the Food 
and Drug Supervisory Agency in the prevention of the perpetrators of cosmetics circulation 
without permission to circulate. The findings of cosmetics contain hazardous substances that 
are conducted on a routine, intensive, and targeted basis in order to enforce the law. The 
economic value of findings through routine supervision reaches 9.4 billion rupiah. Intensive 
supervision reaches 6.3 billion rupiahs, and special targeted supervision reached 15.3 billion 
rupiah. The products of cosmetic products are obtained by industrial facilities, importers, and 
business entities that perform cosmetic production contracts, as well as cosmetic distribution 
facilities including beauty clinic and Multilevel Marketing (MLM). In addition, the POM RI 
selects harmful cosmetic products which are circulated / promoted through electronic media 
including online sales sites. 
 
The Food and Drug Supervisory Agency is committed to continuously strengthening 
coordination with related cross-cutting sectors, among others with District / Municipal 
Government, National Police, Kominfo and Association. From the enactment of January to 
October 2017 period, the Central Food and Drug Supervisory Agency in Bandar Lampung 
received 124 public complaints about illegal cosmetics, both products ie cosmetics does not 
have a notification number and are sold through online as well as production facilities of illegal 
cosmetics. This data shows that illegal cosmetics including containing this Dangerous Material 
is still circulating in the market. Data findings of the Food and Drug Supervisory Agency of the 
Republic of Indonesia shows that 80% of cosmetics is illegal. 
 
The circulation of cosmetics of illegal imports and containing dangerous substances in addition 
to endangering the health of consumers, can also negatively impact the national economy 
because of the potential to reduce the competitiveness of domestic production cosmetics. 
As a manifestation of government efforts to combat illegal products and contain hazardous 
substances, and in order to provide a sense of fairness in the business for business actors, the 
Food and Drug Supervisory Agency consistently controls the circulation of cosmetics and 
contains Dangerous Goods, especially Import cosmetics. It is either independently or cross-
sectoral related to routine supervision, intensification, and with special targets in the context of 
law enforcement. 
 
In accordance with the regulations of the Head of POM RI No 18 of 2015 on the technical 
requirements of Cosmetics Materials, the addition of hazardous materials is prohibited in the 
manufacture of cosmetics because of the risk of causing negative effects for health, among 
others: 
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a. Mercury, widely misused in whitening products / skin lightening. Mercury is 
carcinogenic (causing cancer) and teratogenic (resulting in defects in the fetus) 

b. Retinoic acid, widely abused in chemical peeling products and is tertogenic. 
c. Hydroquinone, widely misused in skin whitening products, may cause skin irritation, 

hydroquinone may cause ochronosis (blackish skin) which begins to appear after 6 
months of use and may be irreversible (irreversible). 

d. K3 and Red K3 red colorants, widely misused on lipsticks or other decorative products 
(cheek polisher and colorant). Both substances are carcinogenic. 

 
Law Number 36 Year 2009 on Health as the basis for various regulations governing health 
services for the community. This Act contains the main health regulation concerning: 

a. General provisions containing terms and understandings about health; 
b. The principles and objectives of health development, organized with the basis of 

humanity, balance, benefits, protection, respect for rights and duties, justice, gender and 
non-discriminative and religious norms and aims to increase awareness, in order to 
realize the degree of public health as high as possible; 

c. Rights and obligations in obtaining safe, quality, and affordable health services, to obtain 
information and education on health, and the obligation to participate in maintaining, 
maintaining, and improving the highest level of public health; 

d. The responsibility of the government in planning, organizing, organizing, fostering and 
supervising the implementation of equitable and affordable health efforts by the 
community; 

e. Health resources in the context of health services; 
f. Health efforts organized in the form of activities with promotive, preventive, curative 

and rehabilitative approaches that are implemented in an integrated, comprehensive, 
and sustainable manner; 

g. Supervision, investigation and criminal provisions as an effort to protect the public to 
obtain safe health services. 

 
The development of information technology has caused the world to become bordered and 
cause significant social changes that take place so quickly. Information technology today is a 
double-edged sword, because in addition to contributing to the improvement of welfare, 
progress and human civilization, as well as being an effective means of deed against the law. For 
example fraud, infringement of intellectual property rights in cyberspace. The development of 
the Internet has changed the economy in a revolutionary way. This change occurs in the 
procedures, techniques and business models. In e-commerce transactions created business 
transactions that are more practically paperless and in e-commerce transactions cannot meet 
directly (face to face) the parties who make transactions, so it can be said e-commerce becomes 
a new economic driver in the field technology. So is the trade of cosmetic products. Supervision 
is usually done on means of distribution in traditional markets and modern markets. Business 
Executors Trading through Electronic Systems on cosmetic products increased sharply. 
 
Crime always follows the development of society, therefore crime prevention not only use penal 
means but also non-penal means. In this case according to G. Peter Hoefnagels that criminal 
policy includes: 

a. Influencing view of society on crime and punishment 
b. Criminal law application 
c. Prevention without punishment 
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Computer is misused for crime is one of the modern crimes. This crime is executed by 
intellectuals and criminals in the "white colar crime" scope. The crime is not committed by force 
or using complicated means, such as bombs or nuclear, but using only telecommunications 
equipment and imaging technologies. The science of criminal law explains that positive and 
negative human actions can be said as offenders must meet the following formula: 

a. The act must comply with the formulation of the law. Positive or negative human 
actions said to be criminal offenses must comply with what is formulated by law. 

b. The act must be unlawful. Human actions that have fulfilled the formulation of criminal 
law cannot be punished, because it is not unlawful. 

c.  
According to the provisions of Article 1 paragraph 1 of the Criminal Code (KUHP), namely: 
"There is no act that can be punished, except in accordance with the existing criminal provisions 
of the existing law in advance of his actions". 
In the concept of the Criminal Code 2005 the definition of criminal offense has been formulated 
in article 11 paragraph (1) as follows: 
"Crime is an act of doing or not doing something which by law is declared as prohibited and 
threatened with crime". 
 
 
3. PROBLEMS 
 

a. The extent to which the efforts made by the Center for Food and Drug Supervisors in 
Bandar Lampung in law enforcement against Business Actors Trade via Electronic 
Systems to cosmetics without a circulation permit? 

b. Regulation in the regulation of Trading Business Actors Online. 
c. Consumers who are less savvy in buying cosmetic products that are sold by trading 

business actors through electronic systems. 
d. Lack of Human Resource Competence at the Center for Food and Drug Supervisors in 

Bandar Lampung. 
 

4. SCOPE OF RESEARCH 
 
The scope of this study is the study of criminal law against the efforts of prevention carried out 
on the sale of cosmetics without permission to circulate through online media. Upaya mitigation 
through law enforcement, both non penal (penal law) and penal (penal law), and factors which 
hampers law enforcement efforts against cosmetics circulators without authorization. This study 
is Juridical Normative.  Normative juridical research discusses the doctrine of doctrine or 
principles in the science of law. The principle according to articles 5 and 6 of Law number 10 
of 2004 on the formulation of legislation rules. The normative juridical approach is an approach 
from a legal perspective that is guided by rules, theories, principles, and materials related to the 
issues discussed through library search. 
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